NudopmanuonHas naMATKA JJs1 00yYAOUIUXCS JIs1 pa3MenieHust Ha

opuumnanbHbix UHTEpHET-pecypcax

C KaxIpIM TOJAOM MOJIOAC)KM B MHTEPHETE CTAHOBUTHCS OOJbIIE, a
IIKOJIbHUKA OJIHM W3 CaMbIX aKTUBHBIX MOJb3oBaTesed PyHera. Mexny TeM,
IOMHMO OTPOMHOIO KOJMYECTBA BO3MO>KHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
OTa mamsTKa I0JKHA TOMOYb Tebe 0e30IacHO HaXOAUTHCS B CETH.

KomnbrorepHbie BUPYChI

KomnpioTepHbIit BHPYC - 3TO Pa3HOBUIHOCTb KOMIBIOTEPHBIX MPOTpaMM,
OTIIMYUTEIBHON OCOOEHHOCTBIO KOTOPOM SIBJISIETCS CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHue K 3TOMY, BUPYChl MOTYT MOBPEAUTH WM MOJTHOCTHIO YHUUYTOKUTH
Bce (haiiyipl ¥ JaHHBIC, TOJKOHTPOJIBHBIE TIOJB30BATENI0, OT UMEHU KOTOPOTO Obliia
3allyllleHa 3apak€HHas MpOrpaMMa, a TaKKe MOBPEIUTh WIN JaKe YHHUTOKUTh
OIEPaIOHHYI0O CUCTEMY CO BceMmH (aiizamu B 1eJoM. B OOJIBLIIMHCTBE Ciy4yaceB
pacmpoCTPaHSIIOTCSI BUPYCHI Uepe3 MHTEPHET.

MeToabl 32a1IUTHI OT BPEAOHOCHBIX IPOrPaMM:

1. Ucnonp3yld  COBpEMEHHBIE OMNEPALMOHHBIE  CHUCTEMBI, HMEIOIINE
CepbE3HBIN YPOBEHb 3aILUTHI OT BPEJOHOCHBIX MPOTpam;

2. llocrossHHO ycraHaBiauBal mayTd (UMQPOBBIE 3aIUIATKH, KOTOpPHIE
ABTOMATUYECKH YCTaHABJIMBAIOTCS C IIENIbI0 JOPAOTKH MPOTpaMMbI) U JIpYyTHe
OOHOBJICHUS CBOEW omepanMoHHOW cucteMbl. CkauMBailT WX TOJBKO C
opunmanbHoro caira paszpadborunka OC. Eciaum cyliecTByeT  pexum
aBTOMATUYECKOTO OOHOBIICHUS, BKIIOUH €T0;

3. Pabotaii Ha cBoeM KOMIBIOTEpPE TMOJ| TMpaBaMH IMOJIb30BaTENs, a HE
aIMUHUCTpAaTOpa. OJTO HE IMO3BOJUT OOJBUIMHCTBY BPEIOHOCHBIX MPOrpaMm
MHCTAJUTMPOBATHCS HA TBOEM NMEPCOHATLHOM KOMITBIOTEPE;

4. Wcnonp3yil aHTUBHUPYCHbIE MpPOrpaMMHBIE TPOAYKTHI  H3BECTHBIX
MPOU3BOIUTEIIEH, C aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannub PU3NYECKUN JOCTYI K KOMIBIOTEPY JUTsl TOCTOPOHHUX JIUIT;



6. Vcnonp3yil BHEIIHHE HOCHUTENM HH(POpPMAIMH, TaKUe Kak (ielika, IUCK
win (paiia U3 MHTEPHETA, TOJIBKO U3 TPO(EPEHHBIX HCTOUHUKOB;

7. He oTkpeiBaii KOMIIbIOTEpHBIC (Dailibl, MOJy4YEHHBIE U3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te (pailyibl, KOTOpbIE NpHCIIal TBOM 3HAKOMbIM. Jlydnie yrounu
y HEro, OTIIPaBJIsI JIU OH TeOe UX.

Cerun Wi-Fi

Wi-Fi - 3T0 He BHJ Iepenayn JaHHBIX, HE TEXHOJIOTHS, @ BCEro JINIIL OPEHI,
mapka. Eme B 1991 roay Humepianjckas KOMMIaHHUS 3aperucTpupoBalia OpeH
«WECA», uto o6o3Hauano cioBocoueranue «Wireless Fidelity», koTopsiii
NEPEBOIUTCS KaK «OEeCpOBOAHASI TOUHOCTH.

Jlo Hamiero BpeMeHH Joluia apyras abOpeBuaTypa, KOTopas sIBISETCS] TaKOH
xe TexHojoruend. Ito abOpeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C
HAMEKOM Ha CTaHJapT BeICIIMNA 3BykoBou TexHuku Hi-Fi, yto B mepeBome
O3HAYaeT «BBICOKAs TOYHOCTHY.

Jla, OecriiaTHBI MHTEPHET-IOCTYN B Kade, OTENSIX U a’3pomnopTax SBIAETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJa B MHTEpHET. HO MHOrMe 3KCHepTsl CUUTAIOT,
yTo o0menoctynHbie Wi-Fi ceTu He SBst0TCS O€30MaCHBIMU.

CoBeTbI 110 0€30MACHOCTH PadoTe B 001IeTOCTYMHBIX ceTsax Wi-fi:

1. He nepenasaii cBoto JruHyt0 nHpopMaluio yepe3 odmienoctymnubie Wi-Fi
cetu. PaboTast B HUX, jKeJlaTeIbHO HE BBOAMTH NMAPOJIU JIOCTYIIA, JIOTUHBI U KaKUe-
TO HOMEpA;

2. Vcnonw3yit 1 0OHOBIISI aHTUBUPYCHBIE MPOTPaMMBI B OpanaMayep. Tem
caMbIM Thl 00€30MaCHILb ce€0s OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonp3oBanuun Wi-Fi otkmroun ¢yHkimo «OOmmiA 10CcTym K
daiinam u npuHTepam». JlaHHas (QyHKIUS 3aKphiTa MO YMOJYAHHUIO, OIHAKO
HEKOTOpBIE MMOJIb30BATEIN aKTUBUPYIOT €€ ISl yI00CTBa UCOIb30BaHUs B paboTe
Wi yueoe;

4. He wucnons3yét nyOonumuneii WI-FI nms nepemaun JUYHBIX JTaHHBIX,
HaIIpUMED IS BBIXOA B COLIMAIIBHBIE CETH WJIN B 3JIEKTPOHHYIO IOYTY;

5. Hnomnp3yit TosbKO 3aiuileHHoe coeauuenue yepe3 HTTPS, a ne HTTP,



T.C. IpH Habope BeO-apeca BBOIM KMEHHO «Nttps://»;

6. B moOunpHOM Tenmedone orkmoun QyHkuuto «l[lomkmouenne k Wi-Fi
aBTOMartndeckn». He pomyckaid aBTOMAaTHYECKOTO MOJAKIIOYEHHS] YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cormacusi.

CounasnbHbie ceTH

ConuanbHble CETU aKTUBHO BXOJISIT B HAILY KU3Hb, MHOTHE JIFOJH Pab0TaIOT
¥ J)KHBYT TaM IIOCTOSIHHO, a B Facebook yrke 3apeructpupoBan MUILIHAP]T YETTIOBEK,
YTO SIBJISICTCS OJJHOM CEbMOM BCEX JKUTEJIEH IUIaHEThl. MHOTHE NTOJIB30BATENIN HE
MOHUMAIOT, YTO UH(pOpMAIUs, pa3MEIICHHAs MU B COLIMAJIBHBIX CETSIX, MOXKET
OBITh HaliJIeHA ¥ UCIOJb30BaHa KEM YTOJHO, B TOM YHUCJIE HE 00S3aTENbHO C
OJlaruMu HAaMEPEHUSIMU.

OcHOBHBIE COBETHI N0 0€30MACHOCTH B COLHAJIBHBIX CeTHAX:

1. Orpannuyp cnucok aApy3ed. Y TeOs B Jpy3biX HE JTOJKHO ObITh
CIIy4alHbIX U HE3HAKOMBIX JIFOJIEH;

2. 3ammmmaid CBOIO YacTHYIO XU3Hb. He ykaspiBail maponu, Tene]oHsI,
anpeca, JaTy TBOETrO POXICHUS U JPYIyl0 JIMYHYIO  HH(POpMAIHIO.
3110yMBILIEHHUKHA MOTYT UCIIOJIb30BaTh Jake HH(POPMALIMIO O TOM, KaK Thl U TBOU
POJUTENH MIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3amumiai CBOIO pemyTaluio - JEpKU €€ B YUCTOTEe M 3aaaBail cebe
BOIPOC: XOTEN ObI Thl, YTOOBI APYTHUE MOJB30BATENN BUIEIH, YTO ThI 3arpyKaeulb?
[Tomxymaii, mpesxie 4emM 4To-TO OMyOJMKOBATh, HAMIMCATDH U 3arPY3UTh;

4. Ecau Tbl TOBOPHILb C JIOJbMHU, KOTOPBIX HE 3HACIIb, HE MUCIOJb3YH CBOE
peanbHOE UM U IPYTyI0 JUYHYI0 MH(OPMAIMU: UMsI, MECTO JKUTEIbCTBA, MECTO
yueObl U TIpoUee;

5. MH30Gerait pazmenienus gororpaduii B UHTEepHETE, T ThI M300paXKeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPEAEIUTHh TBOE MECTOIIOJIOKEHHUE;

6. Ilpu peructpanuu B COIMAIBHOM CETH HEOOXOIMMO HCIOJIb30BATh
CJIOXHBIE MMAPOJIU, COCTOAIIME U3 OYKB U LU(Dp U C KOJIMYECTBOM 3HAKOB HE MEHEE

7. Jlns coumManbHOW CeTH, TMOYTHl W JPYTUX CAWTOB HEOOXOIUMO

HCIIOJIBb30BATh PA3HBIC ITAPOJIH. Tor):[a eclm Te0s B3JIOMAarOT, TO 3JIOYMBIIIJICHHUKHA



NOJIy4aT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

DJIEKTPOHHbIE JeHbIH

DNEeKTPOHHBIE IEHBI'M — 3TO OYEHb YAOOHBIN cIOCcO0 MmIaTexei, 0JJHaKoO
CYILECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JE€HBIH.

DJIEKTPOHHBIE JICHBI'Y MOSBUIMCH COBCEM HEAABHO U UMEHHO M3-3a 3TOrO BO
MHOTUX T'OCYyAapCTBax A0 CHX MOP HE MPOIMHUCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHM (yHKIMOHUPYIOT U O HUX YK€ MPONUCAHO B 3aKOHE, I/I€ X
pa3AeNstoT Ha HECKOJIBKO BHUJIOB - AaHOHMMHBIE U HE aHOHHMHbIE. Pa3HuIa B TOM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcs MPOBOAUTH omepanuu 0e3
UJEHTU(UKALIMY TI0JIb30BaTENsl, 4 B HEAHOHUMHBIX HJIEHTU(DHUKAIIMHU [T0JIH30BATENSA
SBIISIETCS 00SA3aTEIBHOM.

Takxke crnenyer paszauyaTh dSJEKTPOHHbIE (DUATHBIE JIEHBIM (paBHbI
rOCy/lapCTBEHHBIM BajJlOTaM) M 3JEKTPOHHbIE He(UATHBIE NE€HbI'M (HE pPaBHBI
rOCy/1IapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0e30NacHO# padoTe ¢ JIEKTPOHHBIMHU IeHbIAMU:

1. TlpuBskum K cyeTy MOOWJIBHBIM TeneoH. DTO camblil yIOOHBIA W
OBICTPBI CMOCOO BOCCTAHOBUTH JAOCTYN K cueTy. llpuBs3anubiii TenedoH
MIOMOXKET, €CIU 3a0yJelib CBOM IIIATEeKHBIM IMapojib WX 3aijenib Ha calT c
HE3HAKOMOI'0 YCTPOMCTBA;

2. Hcmonp3yit omHOpa3oBbie mapoiu. llocrme mepexoma Ha YCHICHHYIO
aBTOpHU3alLlMi0 TeOe yXe He OyJeT yrpokaTh ONAacHOCTh KpaKu WJIM INepexBaTa
IJIaTEKHOTO MapOJIs;

3. BeiGepu cnoxubiii maposb. [IpectynmHukam OyaeT HE MPOCTO yraaaTthb
CJIIOXHBIM maposb. HanxexHple mapoiau — 3TO MApOJIM, KOTOPBIE COAEpPXk AT HE
MEHee 8 3HAKOB M BKIIIOYAIOT B C€0Sl CTPOUYHBIE W MPOMUCHBIE OYKBBI, LIUPPHI U
HECKOJIbKO CMBOJIOB, TaKM€ KaK 3HaK JoJuiapa, GyHTa, BOCKIUIATENbHbIN 3HaK U
T.11. Hanmpumep, StROng!;;

4. He BBOJU CBOM JIMUHBIE JaHHBIE HA CaliTax, KOTOPHIM HE JIOBEPSCIIIb.



DJIEKTPOHHAsI MOYTA

DNeKTpoHHAs MOoYTa — 3TO TEXHOJOIHUs U MPEJOCTABISIEMBIE €10 YCIYTH I10
MEPECHUIKE U MOJTYUYEHUIO JIEKTPOHHBIX COOOIIECHUH, KOTOPhIE paclpeieatoTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO HIEKTPOHHBINM MOYTOBBIA SIIIUK  BBITJSIUT
CJIeIyIOUUM 00pa3oM: UMsI_TOJIb30BaTeNsI(@WUMs_JIoMeHa. Takxke Kpome nepenadn
MPOCTOTO TEKCTA, UMEETCS BO3MOKHOCTH TIepe/iaBaTh (pailiibl.

OcHOBHBIE COBETHI 10 0€30MACHOM padoTe C JIEKTPOHHOM MOYTOM:

1. Hamo BbIOpaTh MNpaBWIBHBIM TOYTOBBIM CepBUC. B HHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIIE€ TIOBEPSATH TEM,
KOTO 3HA€IIb U KTO NIEPBBIN B PEUTUHTIE;

2. He yka3piBail B IMUHOI mouTe JUYHYI0 HH(OopMmaruto. Hanpumep, myurie
BBIOpATh «MY3bIKaJIbHBIN _(panat@» nimm «pok2013» BmecTo «temal3»;

3. Hcnonp3yil OBYX3TalmHYIO aBTOPH3ALUI0. DTO KOIJa MNOMHMMO Haposis
HY>KHO BBOJUTH KOJI, TPUChLIaeMBbIil 0 SMS;

4. BpiOepu cnoxxHbli maposb. JlJIsi KaKIOro MOYTOBOTO AIIMKA JOJIKEH
OBITH CBOM HAJCKHBIN, YCTOMYMBBIN K B3JIOMY M1apOJib;

5. Eciu ectb BO3MOXHOCTH HamucaTb CaMOMY CBOM JIMYHBIM BOMpOC,
WCIIOJIB3YH 3TY BO3MOXHOCTB;

6. Hcrmonb3yil HECKOJNBKO TIOYTOBBIX AIMMKOB. [lepBbIii 1 4vacTHOU
MIEPENNCKU C aJpecaTamMu, KOTOPBIM Thl JOBEPSECHIb. JTO AIEKTPOHHBIM agpec He
HAJI0 UCTIOIBH30BaTh MPU PETUCTPAIIMK HA POopyMax U calTax;

7. He otkpeiBaii Qailnbl U Apyrue BIOXKEHUS B MUCbMaX Jlake €Cld OHU
NPUILUIM OT TBOUX Apy3el. Jlydille yTOUHM y HUX, OTIPABISIIM JU OHU TeOe 3TU
(haisl;

8. Ilocne okoHuaHusi pabOTHI Ha MOYTOBOM CEpPBUCE IMEpesd 3aKpbITUEM
BKJIAJIKM C CAUTOM He 3a0y/1b HaXKaTh Ha «BeIATHY.

Ku6epOysimHr Wiid BUPTYyaibHOE U3/1€BATEIbCTBO

KubGepOynmmar —  mpeciieioBaHUE  COOOIIEHUSAMH,  COAEpKaIluMU
OCKOpOJIeHUS, arpeccuio, 3aIyTUBaHHUE; XYJINTAHCTBO; COLIMAIIBHOE

OOMKOTUPOBAHUE C TOMOUIBIO PA3IMYHBIX HUHTEPHET-CEPBHUCOB.



OcHoBHBIE cOBeTHI 110 00pBOe ¢ KNOEPOYVINHIOM:

1. He Opocaiics B 60ii. JIyummuii cnoco0: mOCOBETOBATHCS Kak ce0sl BECTH U,
€ClIi HET TOro, K KOMy MOKHO OOpaTUThCS, TO BHa4yajle YCIIOKOUThCS. Ecnu Th
HAYHEIIb OTBEYaTh OCKOPOJCHUSIMH Ha OCKOPOJIEHUS, TO TOJBKO emie OoJblie
pa3oxoKelb KOH(IIUKT;

2. Ympapmsi cBoel KuOeppermyTaimei;

3. AHoHUMHOCTH B ceTH MHUMAas. CylIECTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XYJIMTIaHCKUN 00pa3 BUPTYaJbHOM Xu3HH. MHTEpHeET
(GuKCUpyeT BCce TBOM JEUCTBHS M COXpAHSIET UX. YJAIUTh UX OyIeT KpaiiHe
3aTpyIHUTEIIBHO;

5. CoOinronait CBOM BUPTYaIbHYIO Y€CTh CMOJIOAY;

6. Urnopupyii enuHuyHbli HeraTtuB. OJHOpPa30Bble OCKOPOUTEIBHBIE
COOOILIeHUsT Jydlie UrHopupoBaTh. OOBIMHO arpeccust MpeKpalaercs Ha
HaYaJIbHOU CTaJNH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIICHUSMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOYKHOCTh OJOKHMPOBKM OTHPABKUA COOOILIEHHH C
OIPEJEIIEHHBIX a/IPECOB;

8. Ecnu TbI cBuAeTens kuOepOymuHra. TBou NeHCTBUS: BBICTYNIUTH MPOTHB
npeciieoBaTeNs, MoKa3aTh €My, YTO €ro JACMCTBUS OLICHUBAIOTCS HETaTUBHO,
HNoJIepKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTUYECKasi IMOMOIb, COOOIIUTH
B3pOCJIBIM O (PaKTE€ arpeCCUBHOTO MOBEJACHUS B CETH.

MooOuiabHbIi TesedoH

CoBpeMeHHbIE CMapT(QOHBI U TUTAHLIETHI COJAEPKAT B ceOe BIIOJIIHE B3POCIIBIi
(GyHKUHMOHAT, W TeNepb OHU MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMU
KoMmnbioTepamMu. OHAKO, CPEACTB 3aLIUTHI JIJIsl TOJOOHBIX YCTPOUCTB MOKA OYEHBb
Mano. TectupoBaHMEe M TIOMCK YSA3BUMOCTEl B HHMX IHPOUCXOJUT HE Tak

WHTEHCUBHO, Kak jis [1K, To e camoe kacaeTcs U MOOUJIbHBIX MPUIIOKEHUMN.



CoBpeMeHHbIE  MOOWJIbHBIE  Opay3epbl YK€ MPAKTUYECKH JOTHAIU
HACTOJIbHBIE aHAJOTH, OJHAKO pacHupeHue (yHKIMOHANa BIeYeT 3a CcoOOoM
OOJIBIIYIO CIIO)KHOCTb U MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He BcCe NPOU3BOAMTENN BBITYCKAIOT OOHOBJICHHMS, 3aKPBIBAIOIIME
KPUTHUYECKUE YSI3BUMOCTH JIJISl CBOUX YCTPOUCTB.

OcHoOBHBIE COBETHI J1JI51 0€30IACHOCTH MOOMWJIBHOTO Tesled)oHa:

1. Huuero He sBAsieTCsl MO-HACTOSIEMY O€CIUIaTHBIM. Byab OCTOPOXKEH,
BeJlb KOTJa TeOe mpejyiaraloT OecIUIaTHBI KOHTEHT, B HEM MOTYT OBITb CKPBITHI
KaKUe-TO IJIaTHBIE YCIIYTH;

2. Jlymaii, mpexae ueM otmnpaBuTh SMS, doto wmm Bumeo. Tel TOYHO
3Haellb, Iie OHU OyIyT B KOHEYHOM UTOTE?

3. Heo0xoammo 0OHOBIATH ONEPAIMOHHYIO CUCTEMY TBOETO cCMapThOHa;

4. Hcnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JJIs1 MOOUIIBHBIX TeIe(OHOB

5. He 3arpyxaii npusaokeHusi OT HEU3BECTHOTO UCTOYHHUKA, BEIb OHU MOTYT
CoJIep>KaTh BPEIOHOCHOE IMTPOTrpaMMHOE 00ECIICUECHHUE;

6. Ilocme Toro kak Thl BBIWJCHIL C calTa, TJ€ BBOJWI JIMYHYIO
nH(popMaluio, 3aiiiM B HACTPOIKK Opay3epa u yaanu cookies;

7. Tlepmomuuecku TpPOBEpsA Kakue IIJIATHBIC YCIYTd aKTUBHUPOBAHBI Ha
TBOEM HOMEDE;

8. JlaBaii cBOii HOMEp MOOWJIBHOTO Tene(oHa TOJIBKO JOISIM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEpSCIIb;

9. Bluetooth gomkeHn ObITh BBIKIIOYEH, KOTJa Thl UM HE MOjb3yembcs. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpwoi

CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPACOUYHBIE, 3aXBAThIBAIOIIHE
pa3BiedeHus, 00BbEIUHSAIONINE COTHU THICAY YEIOBEK 10 BceMy Mupy. Urpoku
UCCJIENYIOT JAHHBIN UM MHpP, 00IIAIOTCSI IPYT C APYTOM, BHITIOJNHSIOT 3aaHus,
CPa)KarOTCsl C MOHCTPaAMU U TIOJIyYatOT OMBIT. 32 yIOBOJILCTBUE OHU IJIATHAT:

MMOKYIIarOT JHUCK, OIINIaYMBAIOT a0OHEMEHT UJIH HpI/IO6peTaIOT KaKHc-TO OIIIMH.



Bce 3tu cpencrBa uayT Ha NOAAEPKAHUE U PA3BUTHE UTPBIL, & TAKKE HA CaMy
0€30MacHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMBI aBTOPU3ALH, BBIITYCKAKOTCS HOBBIE
naTuu (IUQpoBbIe 3aIIATKU AJI IPOrPaMM), 3aKPbIBAOTCS YSI3BUMOCTH CEPBEPOB.

B nogoOHBIX Urpax CTOUT OMAcaThCA HE CTOJIBKO CBOMX CONEPHHUKOB,
CKOJIBKO Kpa)XM TBOETO MapoJisi, HA KOTOPOM OCHOBaHAa CUCTEMA aBTOPU3ALUU
OOJIBIINHCTBA UTP.

OcHOBHBIE COBETHI 110 0€30IACHOCTH TBOET0 HTPOBOI0 AKKAyHTA:

1. Ecnu npyroii urpok BeAeT cedsl II0X0 WU CO3/1aeT Te0e HENPUATHOCTH,
3a0JIOKUPYH €ro B CIIHUCKE UTPOKOB;
2. Tloxamyiicsi aAIMUHHACTPATOPAaM UIPHI HA TJI0X0€ MOBEICHNE ITOTO UTPOKa,
YKEJNaTeJIbHO IPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;
He yxa3bIBail TnuHy0 HHGOPMALIMIO B TpO(daiisie urpsl;
YBakail Ipyrux y4aCTHUKOB II0 UIPE;
He ycranaBiuBail HeopuuanbHble TaTYU U MOJIBI;

Hcnonb3yii CII0KHBIE U pa3HbIE TAPOJIH;

N o g koo

Jlaxxe BO BpeMsi UTPBI HE CTOUT OTKJIt0UaTh aHTUBHUpYC. [Toka Thl UTpaenis,
TBOM KOMIBIOTEP MOTYT 3apa3UTh.
@OUIIMHT I KPaXKa JUYHbIX JaHHBIX
OOBIYHOM KpaXKkel JIEHEeT U IOKYMEHTOB CETOJTHS YK€ HUKOTO HE YUBHIIIb,
HO C Pa3BUTHEM MHTEPHET-TEXHOJIOTHH 3JI0YMBINIJICHHUKHA ITEPEMECTUIINCH B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS «ITFOOUMBIMY JIETIOM.

Tak mosiBHIIach HOBasl yrpo3a: MHTEPHET-MOIIICHHUYECTBA WU (DUIITHHT,
TJIaBHAS 1I€JTb KOTOPOT'O COCTOWT B MOJTYyYE€HUN KOH(DHUICHIINATLHBIX TaHHBIX
M0JIb30BaTes e — JIOTMHOB U TapoJieit. Ha anrnuiickom si3bike phishing uuraercs
kak ummHr (ot fishing — peiOHas oBs, password — mapods).

OcHoBHBIE cOBeTHI 10 00pbOe ¢ QUIMHTOM:

1. Cnenm 3a cBouM akkayHTOM. Ecim ThI mojo3peBaeiib, 4YTO TBOSI aHKETa

Oblla  B3JIOMaHa, TO HEOOXoJAMMO  3a0JOKUpOBATh €€ W COOOIIUTh

aIMIHHUCTpATOPaM pecypca 00 3TOM KaK MOKHO CKOpEe;



2. Vcnonw3yit 6e30macHbie BeO-CallThl, B TOM YHCIIe, MHTEPHET-MarasuHoB U
MOMCKOBBIX CUCTEM;

3. Hcnonw3yil cioxHble W pa3Hble maposiu. Takum oOpas3oM, ecnu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJYy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
npo(UIIO B CETH, @ HE KO BCEM;

4., Eciun T1e0s B3IOManu, TO HEOOXOIUMO MpPENyNpeIuTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE T00ABJICHBI y T€OS B IPY3bsAX, O TOM, UYTO T€OS B3JIOMAIU H,
BO3MO>KHO, OT TBOETO UMEHH OYAET pacchlIaThCs CIIaM M CChUIKM Ha (PUIIMHIOBBIE
CalThI;

5. VYcranoBu HaaexHbIM napoib (PIN) Ha MOOMIIBHBIN TENE(OH;

6. Ortxiroun coxpaHeHue naposis B Opaysepe;

7. He orkpeiBail Qailibl U Apyrue BIOXKEHUS B MUChMAX JaXe €CIu OHU
IOPULUIM OT TBOMX Jpy3eil. Jlyulie yTouHu y HHMX, OTHPAaBISIIM JIU OHU TeOe 3TU

Gbaib.

Mudposas penyrauus

[MuppoBas pemyrauust - 3TO HEraTUBHAs WM TMO3UTHBHAs WHGOpMaIus B
cetu o Tebe. Kommpomerupyromas uHbopMaiusi pa3MelIeHHAas B HHTEPHETE
MOKET CEPhE3HBIM 00pa30M OTPA3UThCS HA TBOEH peaynbHOU xu3HU. «lludposas
penyTanus» - 3T0 TBOM UMHJIK, KOTOPBIA (opMHpyeTcss U3 uHPopMaluuu o Tede B
UHTEpHETE.

TBoe MecTO IKUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE TMOJOKEHHUE,
OCOOEHHOCTH XapakTepa U paccKas3bl O OJIU3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue mnoApOCTKH JETKOMBICIEHHO OTHOCATCS K IyOJIMKAIlMM JIMYHOM
uHpopmanuu B MHTEepHETE, HE MOHKMMAsT BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXKeIIb IoTafaThcsi O TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os HA padoTy.

Kommenrtapuu, pasmenienre TBoux (ororpaduil u apyrue IeUCTBHUS MOTYT
HE MCYE3HYTh JaK€ IIOCJE TOro, KaKk Thl MX YyJaluIlb. Tbl HE 3HACLIb, KTO

COXpaHWJI 3Ty HUHQOpMaIMIo, Tomajga JU OHAa B TOUCKOBBIE CHUCTEMBl U



COXpaHWJach U OHA, a TJIABHOE: YTO MOAYMAalT O TeOe OKpy’Karollee JI0/IH,
KOTOpbIE HAaWAYT W yBUAAT 3T0. Haiitu nHdopmMannio MHOTO JIET CIYCTsS CMOXKET
JTr000H - Kak U3 10OpbIX NOOYKIEHUH, TaK U C HAMEPEHUEM IIPUYUHUTE Bpea. DTO
MOKET OBITh KTO YTOJTHO.

OcHoBHBIE COBETHI 10 3a1UTe NM(POBOM pPemyTALMH:

1. Tlomymaii, mpexke 4eM 4To-To MyOJMKOBaTh U MepeiaBaTh y ceds B Ojiore
WJIM B COLIMAJILHOM CETH;

2. B nHactpoiikax mpoduis yCTaHOBH OIpaHMYEHHUS Ha IPOCMOTP TBOETO
npoduIs ¥ ero CONEPKUMOTO, CIeTIail €r0 TOIBKO «JIJIS IPY3€iD»;

3. He pa3memaii u He yka3piBail HHPOPMAINIO, KOTOpPask MOXKET KOro-iIubo
OCKOPOJIATH WJIH OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMEHHbIE IIKOJBHUKM - aKTHBHBbIE IOJb30BaTeNd  LHUQPPOBOTO
npoctpancTBa. OAHAKO JaAleKo HE BCE 3HAIOT, YTO I0JIb30BAHUE MHOTMMU
BO3MOXHOCTSIMM  LM(ppoBOoro  Mupa TpeOyeT coONOJEeHHs NpaB  Ha
MHTEIJICKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «WHTEIEKTyalbHAsS COOCTBEHHOCTH» OTHOCUTCS K Pa3jIHMuHBIM
TBOPEHHUSIM YEJOBEUYECKOIO0 YMa, HayMHas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HAYaIOIIMUX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTU , U 3aKaHUMBasi KHUTaMH,
doTorpadusiMu, KHHOQUIbMaMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHe NPaBa - 3TO NPaBa Ha UHTEJUIEKTYalbHYI0 COOCTBEHHOCTh Ha
IPOM3BENICHUS HAYKH, TUTEPATYPhl U UICKYyCCTBA. ABTOPCKHE MpaBa BHICTYIMAIOT B
Ka4yeCTBE TapaHTUU TOTO, YTO MHTEIICKTYaJIbHBIA/TBOPUECKUN TPY aBTOpa HE
OyZAeT HalpacHbIM, JaCT €My CIpaBeIMBbIE BO3MOKHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOEro Tpy/aa, MoJyYyuTh U3BECTHOCTh U Nipu3HaHue. Hukto 6e3
pa3peleHust aBTopa He MOXKET BOCIIPOU3BOAUTDH €TI0 MPOU3BEICHNUE,
pacnpocTpaHsTh, MyOJUYHO AEMOHCTPUPOBATDH, IPOAABaTh, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJUIHO UCTIOIHSTH, TOKA3bIBATH/UCTIONHATH B d(pupe mim

pasmewars B IHTEepHETE.



Hcronp30BaHne «ITUPATCKOTO» MPOTPAMMHOTO 00€CTICUEHUS MOKET
MPUBECTH K MHOTHIM PHUCKaM: OT IMTOTEPH JTAHHBIX K TBOMM aKKayHTaM 70
OJIOKUPOBKH TBOETO YCTPOWCTBA, T/I€ YCTAHOBJICHHBIN HE JIeTaIbHAS MTPOrpaMMa.
He cTout Taxxe 3a0bIBaTh, YTO CYIIECTBYET JICTAIbHBIC U OCCTUIATHBIE
IPOrpaMMbI, KOTOPbIE MOKHO HANTH B CETH.

O nopraine

CeTteBUYOK.p( - TBOU IJIaBHBIN COBETUHK B CETH. 37€Ch ThI MOXKEIIIh Y3HATH
0 0€30TMaCHOCTH B CETH TIOHATHBIM M JJOCTYITHBIM SI3BIKOM, a MTPY BOSHUKHOBCHHUH
KPUTUYECKON CUTYyaIlMH OOPATUTHCS 32 COBETOM. A Tak)Ke NMPUHSATH y4acTHe B

KOHKYpCax MU CTaTh CaMbIM U(POBBIM I'PakIaHUHOM !



